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1. [bookmark: _Toc213145665]PURPOSE OF THIS POLICY
· Artificial Intelligence (AI) is increasingly influencing the educational landscape, offering new ways to enhance teaching, streamline workflows and personalise student learning. This policy establishes clear guidance for staff and students at The Elizabethan Academy on the ethical, safe and legal use of AI tools in support of teaching and administrative activities.
· It draws on official guidance from the UK Department for Education (DfE), international frameworks (such as those from UNESCO) and the latest research in AI in Education. 
· This policy should be read in conjunction with the school’s Safeguarding and Child Protection Policy, Data Protection Policy, Behaviour Policy and ICT & Internet Acceptable Use Policy.
2. [bookmark: _Toc213145666]GENERAL AIMS
This policy aims to:
· Encourage responsible and thoughtful integration of AI in classroom practices
· Reduce administrative workload whilst maintaining professional standards
· Ensure AI usage aligns with data protection laws and intellectual property rights
· Promote digital literacy and AI fluency amongst staff members and pupils
· Safeguard pupils and uphold professional ethics
· Maintain academic integrity across all learning contexts

3. [bookmark: _Toc213145667]AI’S ROLE IN THE CLASSROOM
3.1 [bookmark: _Hlk213071322][bookmark: _Toc213145668]Use by teachers
Teachers may use AI to support instructional planning and delivery. Approved uses include
· Generating differentiated lesson plans or revision materials
· Designing presentations, quizzes or visual content
· Analysing pupil performance to identify trends and gaps
· Offering personalised learning pathways based on academic progress
AI is a tool to support, never substitute, educational judgement. Human oversight remains essential.
Use of AI tools is subject to the conditions of the ICT Acceptable Use Agreement
3.2 [bookmark: _Toc213145669]Use by Students
· Teaching staff are encouraged to use a traffic light system for student AI use, which will provide students with clearly defined expectations of permissible AI use. 
	🟢  GREEN (Permitted with disclosure)
· Research and information gathering for assignments
· Brainstorming and idea generation
· Grammar and spell checking 
· Translation assistant for language learning
· Creating notes and revision materials.



	🟡  AMBER (Permitted with teacher approval and supervision)
· Drafting initial content for creative writing projects
· Data analysis for coursework projects
· Creating visual presentations or infographics
· Problem-solving support in maths and science 
· Language practice conversations.



	🔴  RED (Prohibited)
· Completing entire assignments or homework tasks 
· Use during formal assessments or exams
· Creating content submitted as original work without disclosure
· Any use that violates exam board regulations
· Generating content on sensitive or inappropriate topics.



3.3 [bookmark: _Toc213145670]Age appropriate guidelines
· Year 7-9: No AI use in school or for school related tasks.
· Year 10-11: Independent AI use permitted for green category activities, with disclosure requirements
· Years 12-13: Extended AI privileges, with enhanced responsibility for academic integrity. 
Use of AI tools is also governed by the terms of the ICT and Internet Acceptable Use Agreement.
4. [bookmark: _Toc213145671]ACADEMIC INTERITY REQUIREMENTS
All students must: 
· Clearly indicate when AI has been used to support their work
· Distinguish between AI-assisted and AI-generated content
· Maintain responsibility for accuracy and appropriateness of all submitted work
· Follow subject-specific AI disclosure requirements
4.1 [bookmark: _Toc213145672]Disclosure requirements
Students must clearly acknowledge any use of AI in their work, outlining which tool was used and for what purpose. This should be done in a transparent way appropriate to the subject and task and should make clear that the final submission represents the student’s own understanding.
4.2 [bookmark: _Toc213145673]ConsequensEs for misuse
Undisclosed or inappropriate AI use will be treated as academic dishonesty and may result in:
· Requirement to resubmit work
· Reduced marks or grades
· Reporting to exam bodies
· Notification of parents/guardians
· Inappropriate or dishonest use of AI may also result in sanctions as outlined in the school’s Behaviour Policy.
5. [bookmark: _Toc213145674]IMPROVING EFFICIENCY AND REDUCING WORKLOAD
AI tools can streamline routine and repetitive tasks. For example:
· Drafting student reports and feedback summaries
· Writing professional emails or communications
· Creating QLAs for assessments, or curriculum mapping
· Summarising behaviour or progress reports for review
Staff are expected to verify and, where necessary, revise any AI-generated content to ensure accuracy and contextual relevance.
6. [bookmark: _Toc213145675]TRAINING AND PROFESSIONAL PURPOSES
All staff will participate in annual CPD, covering: 
· The fundamentals of AI, including generative and predictive models
· How to identify potential bias and inaccuracies in AI outputs
· Safe, legal and ethical AI use in education
· The evolving role of AI in curriculum planning and school operations
· Supporting student AI literacy and academic integrity
Additional, role-specific training will be offered to all staff-whether teaching, learning support, administrative or HR-based on their responsibilities and expected interactions with AI tools.
Digital and AI literacy will be embedded into the computing, PSHE and careers curriculum across all key stages, preparing students for the ethical and effective use of AI.
7. [bookmark: _Toc213145676]USE OF TOOLS FOR PROFESSIONAL PURPOSES
7.1 [bookmark: _Hlk213071059][bookmark: _Hlk213070595][bookmark: _Toc213145677]List of approved AI tools
· A tenancy refers to the secure, private digital environment provided by our school’s Microsoft 365 system. When an AI tool operates within our tenancy, it means that all data stays within the school’s protected network and is managed under our data protection policies. This ensures greater control over how information is stored, shared, and accessed, making it safer and more compliant with GDPR.
· Only approved AI tools may be used for professional purposes. Current tools are included in Appendix 1. 
· You must not upload any personal data to AI tools outside of our tenancy. 
· Any new tools must first be approved by the DPO following a Data Protect Impact Assessment (DPIA)
· As part of this process, the AI lead or DPO will carry out vendor due diligence. This includes assessing how the AI model functions, the types of data it uses, its security controls, testing practices, and how it mitigates risks such as bias or unauthorised access.
· Member of the staff working group on AI have received additional training to be able to trial new AI tools before wider deployment.
8. [bookmark: _Toc213145678]SAFEGUARDING AND RESPONSIBLE PRACTICE
AI activity within school systems is subject to existing filtering and monitoring protocols (e.g. RM SafetyNet) to support safeguarding and data protection, as outlined in the ICT Acceptable Use Policy.
Staff must: 
· Carefully review AI outputs for relevance, fairness and factual accuracy
· Never use AI to predict or evaluate safeguarding risks
· Never upload any identifiable personal data to external AI systems
· Supervise student use of AI tools and ensure they are age-appropriate
Safeguarding remains a non-delegable responsibility of all employees. All staff must also refer to and comply with the latest version of Keeping Children Safe in Education (KCSIE), which is updated annually. In particular:
· KCSIE (2024) requires all staff to "maintain an attitude of 'it could happen here'" when it comes to safeguarding concerns (Part 1, para. 14), which means AI should never be used to replace human safeguarding judgement or risk assessments.
· Any online or digital tools (including AI platforms) must be assessed for risks of exposure to harmful content, data breaches or unauthorised access, in line with the guidance on online safety (KCSIE 2024, Part 2, paras. 139–145).
· AI tools used by students must be age-appropriate, supervised and embedded within a safe digital environment, as per the duty to provide appropriate filtering and monitoring systems (KCSIE 2024, para. 141).
· Staff should never input safeguarding disclosures or identifiable pupil safeguarding information into AI platforms, even when anonymised, as this may constitute a breach of confidentiality and data protection duties (KCSIE 2024, paras. 128–131).
8.1 [bookmark: _Toc213145679]Data protection and copyright
To protect privacy and intellectual property, staff must: 
· Complete required training on GDPR and data handling through The National College, in line with central CPD schedule. 
· Only input anonymised or non-sensitive data into AI platforms
· Respect the ownership of student-generated work
· Use AI platforms that meet data security and storage standards
· Not upload any third-party content, such as textbooks, proprietary resources or copyrighted images, into AI platforms unless they have the explicit legal right or licence to do so
Staff and students must not input any personal, sensitive or special category data into AI platforms, even if anonymised, without prior approval from the Data Protection Officer. ‘Anonymised data’ refers to data that cannot be reidentified through inference or combination with other data.
9. [bookmark: _Toc213145680]PROFESSIONAL STANDARDS AND ACCOUNTABILITY
Staff remaining fully accountable for any actions or materials created using AI. This includes: 
· Applying professional judgement to all AI-supported work
· Recording key decisions informed by AI (e.g., significant curriculum or assessment adjustments)
· Using AI responsibly and modelling critical engagement for students
Any suspected misuse of AI by students or staff, including inappropriate content generation, unauthorised use of personal data, or breaches of academic integrity, must be reported to the DPO.  If necessary, concerns should also be escalated to the DSL.
10. [bookmark: _Toc213145681]COMMUNCATION AND TRANSPARENCY
To build trust and accountability, the school will: 
· Notify parents at the beginning of the academic year, as part of the standard agreements and consents process, regarding the use of AI tools in assessment or feedback
· Provide regular updates to governors on AI strategy and compliance
· Teach students about responsible AI use as part of their wider curriculum
· Communicate clearly about AI use in specific subjects and assessments
Educate Ventures’ Logic Model for AI in education is a strategic framework that helps schools implement and evaluate AI use-cases purposefully. It is designed to align AI deployment with educational goals and ensure measurable impact. The Elizabethan Academy will use the EVR’s Logic Model when seeking to introduce and evaluate the use and impact of new AI models, to encourage purposeful, not reactive, use of AI as well as supporting alignment with national guidance.
11. [bookmark: _Toc213145682]GOVERNANCE AND OVERSIGHT
An AI incident response plan will be developed in collaboration with the Network Manager and Data Protection Officer. This will include procedures for identifying, logging, and escalating incidents such as system failures, biased outputs, or data breaches resulting from AI use. The plan will be reviewed annually or following any significant incident.
To ensure robust oversight, the school will formally appoint a designated AI Officer. This person will:
· Coordinate the AI steering group, ensuring representation from leadership, teaching staff, IT, and data protection roles
· Act as the central point of accountability for all AI-related matters in the school
· Report regularly to the senior leadership team and governing board on AI implementation, risk management, and compliance
The member of SLT with responsibility for AI is responsible for:
· Maintaining a live inventory of all AI tools in use across the school, including their intended purpose, associated risk level, and DPIA completion status
· Leading pilot initiative using the Logic Model approach
· Overseeing staff training and digital resource development
· Ensuring compliance with emerging AI regulations including the EU AI Act (Article 4)
All AI use proposals must include a rationale, intended outcomes and ethical considerations. 
Any staff concerns about AI misuse, tool failure or safeguarding breaches must be reported a member of the senior leadership team, who will ensure that concerns are logged and escalated in line with school safeguarding and disciplinary procedures.
12. [bookmark: _Toc213145683]POLICY MONITORING AND REVIEW
This policy will be reviewed annually, or when new guidance is published (whichever is sooner), taking into account: 
· Staff and student feedback
· Updates to national and international AI regulations
· Impact evaluations from AI pilot projects
· Developments in educational technology
This policy should be read alongside The Elizabethan Academy’s:
· Safeguarding and Child Protection Policy
· ICT and Internet Acceptable Use Policy (2025-2027)
· Behaviour Policy
· Data Protection Policy
13. [bookmark: _Toc213145684]REFERENCES / ADDITIONAL READING
· Department for Education (2023). Generative Artificial Intelligence in Education: Guidance for Schools and Colleges. Gov.uk
· UNESCO (2023). Guidance for Generative AI in Education and Research. UNESCO.org
· Keeping Children Safe in Education (2024). Statutory Guidance for Schools and Colleges. Gov.uk
· ICO (2023). AI and Data Protection Guidance. ICO.org.uk
· Educate Ventures Research (2024). Logic Model for AI in Education. Educate Ventures
· European Union (2024). EU Artificial Intelligence Act – Article 4. EUR-Lex
14. [bookmark: _Toc213145685]APPENDICES
14.1 [bookmark: _Toc213145686]Appendix 1 – Approved list of AI tools

· The following tools have been approved for use by staff to use on work related matters. 
· This register will be updated throughout the year once a DPIA has been completed. 
	Tool name
	Notes
	Tenancy?

	Microsoft Copilot
	Build into M365 suite
	Check for green shield before uploading sensitive data

	Oak National Academy’s Aila
	Government-funded lesson planning assistant
	Outside of our tenancy; no uploading of personal data. 



14.2 [bookmark: _Toc213145687]Appendix 2 – AI Incident and Response Plan
1. Introduction
The Elizabethan Academy is committed to the responsible and ethical use of Artificial Intelligence (AI) technologies by all users. This document outlines the procedures to be followed in the event of an AI incident. All members of the The Elizabethan Academy must comply with this procedure when an AI incident is suspected or identified. It should be rare for an AI incident to lead to a risk of harm. However, by reporting all minor incidents, as well as more major incidents, this will support our proactive culture of risk identification and mitigation. 
2. About this procedure
This procedure provides guidance on how to effectively manage AI incidents from detection through to resolution and review. In the event of an AI incident, immediate steps must be taken to minimise the impact and prevent further occurrences. Efficient management of AI incidents is an important part of maintaining trust and ensuring the safety and well-being of all those who use, and are affected by our AI systems.
3. Identifying an AI incident
AI incident definition: Any event involving AI systems that leads to unexpected, unintended, or harmful outcomes. This includes but is not limited to data breaches, biased decision-making, malfunctioning algorithms, and non-compliance with our principles. Many AI incidents will be easily mitigated by the user (for example, adjusting the output of the AI to remove biased information) but these should still be reported so the The Elizabethan Academy is able to identify patterns, or where a minor incident is an indicator of greater risks. 
An AI incident can occur due to various factors including, but not limited to, system errors, security breaches, or the use of biased algorithms. Examples of potential AI incidents include:
· Unintended denial of services due to AI malfunction
· Biased AI outputs affecting student assessments
· Unauthorised use of AI systems leading to data breaches or loss of intellectual property
· An AI-driven content filter underperforming, leading to inappropriate content being accessed by students.
4. Initial reporting and internal communication
Any member of staff who suspects or becomes aware of an AI incident must immediately report it through the designated online form. The Data Protection Officer (DPO)] and/or AI Officer will lead the initial investigations to determine the severity of the incident and inform the decision on further reporting to internal oversight groups, external bodies or stakeholders. Depending on the nature and severity of the incident, the DPO and/or AI Officer may then identify another suitable AI incident response lead to coordinate the handling and documentation of the incident. Suitable leads for AI incident response will vary depending on the nature of the incident, but typically may be the DPO, AI Officer, Designated Safeguarding Lead or IT/cyber security lead. 
All incidents will be reviewed by the AI steering group, but the immediate response, investigation and mitigation must be led by the appropriate individual who can act promptly and with sufficient authority.
Incidents involving personal data will need to be handled in accordance with the Data Breach Policy and Procedure. Incidents involving cyber security and IT system operations will need to be handled in accordance with the Risk Protection Arrangement Cyber Response Plan and/or the ICT Disaster Recovery Plan.
5. Investigation and mitigation
Upon reporting an AI incident, immediate actions may include:
· Adjusting outputs to remove biased, discriminatory or harmful content
· Isolating affected systems to prevent further impact
· Implementing corrective measures to address the incident, such as contacting AI system vendors to request the removal of records.
A thorough investigation will be conducted to understand the cause and prevent recurrence. This may involve technical assessments, interviews, and process reviews. 
6. External communication and reporting
If the AI incident involves a personal data breach, cyber-attack or other legal or personal impacts, it may be necessary to report the incident to external bodies such as regulatory authorities. Notifications to affected individuals will be made without undue delay if the incident involves a data breach which poses a high risk to their rights and freedoms.
The AI incident may also need to be reported to appropriate external vendors of AI systems, and there may be a contractual obligation to report incidents to the vendor. This will be assessed and carried out by the DPO and/or AI Officer.  
The DPO will manage all external communications and ensure that reporting complies with legal obligations where necessary.
7. Documentation and review
All AI incidents and their management must be thoroughly documented. This documentation will serve as a basis for improving AI governance and incident response strategies.
Post-incident reviews will be conducted by the AI steering group to assess the effectiveness of the response and to implement lessons learned. The outcomes and lessons will be reported to the Risk and Audit Committee for review as set out in their terms of reference.
8. Contact information for AI incident reporting:
A link to the online reporting form can be found as a tile on RM Unify.
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